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Abstract
We proposea method to reuseunmodi�ed device

driversand to improve systemdependabilityusingvir-
tualmachines.Weruntheunmodi�eddevicedriver, with
its original operatingsystem,in a virtual machine.This
approachenablesextensivereuseof existingandunmod-
i�ed drivers, independentof the OS or device vendor,
signi�cantly reducingthebarrierto building new OSen-
deavors. By allowing distinctdevice driversto residein
separatevirtual machines,this techniqueisolatesfaults
causedby defectiveor maliciousdrivers,thusimproving
asystem'sdependability.

We show thatour techniquerequiresminimal support
infrastructureand provides strongfault isolation. Our
prototype's network performanceis within 3–8% of a
nativeLinux system.Eachadditionalvirtual machinein-
creasesthe CPU utilization by about0.12%. We have
successfullyreuseda wide variety of unmodi�ed Linux
network, disk,andPCIdevicedrivers.

1 Intr oduction

The majority of today's operatingsystemcodebaseis
accountedfor by device drivers.1 This hastwo major
implications. First, any OS projectthat aimsfor even a
reasonablebreadthof device driversfaceseithera major
developmentandtestingeffort or hasto supportandinte-
gratedevicedriversfrom adriver-rich OS(e.g.,Linux or
Windows). Eventhoughalmostall researchOSprojects
reusedevice drivers to a certain extent, full reusefor
a signi�cant driver basehas remainedan elusive goal
andsofar canbeconsideredunachieved. Theavailabil-
ity of driverssolely in binary format from theWindows
driverbaseshowsthelimitationsof integrationandwrap-
pingapproachesasadvocatedby theOS-Kit project[10].
Also, implicit, undocumented,or in theworstcaseincor-
rectly documentedOSbehavior makesdriver reusewith
a fully emulatedexecutionenvironmentquestionable.

Thesecondimplicationof the large fractionof driver
codein matureOS's is the extent of programminger-
rors [7]. This is particularly problematicsincetesting
requiresaccessibilityto sometimesexotic or outdated

1Linux 2.4.1driverscover70%of its IA32 codebase[7].

hardware.Thelikelihoodof programmingerrorsin com-
monly useddevice driversis probablymuchlower than
in applicationcode; however, sucherrorsare often fa-
tal. Device drivers,traditionallyexecutingin privileged
mode,canpotentiallypropagatefaults to otherpartsof
theoperatingsystem,leadingto sporadicsystemcrashes.

In this paperwe proposea pragmaticapproachfor
full reuseandstrongisolationof legacy device drivers.
Insteadof integrating device driver code we leave all
drivers in their original and fully compatibleexecution
environment—theoriginaloperatingsystem.We run the
devicedriverwrappedin theoriginaloperatingsystemin
adedicatedvirtual machine(VM). Thuswecan(almost)
guaranteethat semanticsarepreserved andthat incom-
patibilitiesarelimited to timing behavior introducedby
virtual machinemultiplexing.

The virtual machineenvironment also strongly iso-
latesdevicedriversfrom therestof thesystemto achieve
fault containment.The isolationgranularitydependson
thenumberof collocateddriversin a singleVM. By in-
stantiatingmultiplecollaboratingVMs wecanef�ciently
isolatedevicedriverswith minimal resourceoverhead.

Reuseof device drivers and driver isolation are two
importantaspectsof operatingsystems;however, they
are usually discussedindependently. With virtual ma-
chines,we proposeto usea singleabstractionto solve
bothproblemsin anextremely�e xible, elegant,andef�-
cientway.

2 RelatedWork

Our work usesknown principlesof hardware-basediso-
lation to achieve driver reuseand improved systemde-
pendability. It is uniquein themannerandtheextent to
which it accomplishesunmodi�ed driver reuse,andhow
it improves systemdependability, in terms of drivers,
withoutsystemmodi�cation.

2.1 Reuse

Binary driver reusehasbeenachieved with cohosting,
asusedin VMwareWorkstation[32]. Cohostingmul-
tiplexes the processorbetweentwo collaboratingoper-
ating systems,e.g., the driver OS andthe VM monitor.
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Whendevice activity is necessary, processorcontrol is
transferedto thedriver OSin a world switch(which re-
storesthe interrupthandlersof thedriver OS,etc.). The
driver OS releasesownershipof the processoruponde-
viceactivity completion.Thecohostingmethodoffersno
trust guarantees;both operatingsystemsrun fully priv-
ileged in supervisormodeand can interferewith each
other.

Device drivers are commonly reusedby transplant-
ing sourcemodulesfrom a donorOS into the new OS
[2, 4,11,15,28,35]. In contrastto cohosting,the new
OS dominatesthe transplanteddrivers. The transplant
mergestwo independentlydevelopedcodebases,glued
togetherwith supportinfrastructure.Ideally thetwo sub-
systemsenjoy independence,suchthatthedesignof one
doesnot interferewith thedesignof theother. Pastwork
demonstratesthat, despitegreateffort, con�icts areun-
avoidableandleadto compromisesin thestructureof the
new OS.Transplantationhasseveralcategoriesof reuse
issues,whichwe furtherdescribe.

SemanticResourceCon�icts

The transplanteddriver obtains resources(memory,
locks, CPU, etc.) from its new OS, subjectto normal
obligationsandlimitations,creatinga new andrisky re-
lationshipbetweenthe two components.In the reused
driver's raw state,its mannerof resourceusecould vi-
olate the resource's constraints.The misusecancause
accidentaldenialof service(e.g.,thereuseddriver'snon-
preemptibleinterrupthandlerconsumesenoughCPUto
reducethe responselatency for othersubsystems),can
causecorruptionof a manager's statemachine(e.g.,in-
voking a non-reentrantmemory allocator at interrupt
time [15]), or candead-lockin amultiprocessorsystem.

Thesesemanticcon�icts aredueto the natureof OS
design.A traditionalOSdividesbulk platformresources
suchasmemory, processortime, andinterruptsbetween
anassortmentof subsystems.TheOSre�nes thebulk re-
sourcesinto linked lists, timers,hashtables,top-halves
and bottom-halves, and other units acceptablefor dis-
tributing andmultiplexing betweenthesubsystems.The
resourcere�nementsimposeruleson the useof the re-
sources,anddependon cooperationin maintainingthe
integrity of thestatemachines.Modulesof independent
origin substitutea glue layer for thecooperative design.
For example,when a Linux driver waits for I/O, it re-
movesthecurrentthreadfrom therunqueue.To capture
theintendedthreadoperationandto mapit into anopera-
tion appropriatefor thenew OS,thegluelayerallocatesa
Linux threadcontrolblockwhenenteringareusedLinux
component[2,28]. In systemsthatuseasynchronousI/O,
thegluelayerconvertsthethreadoperationsinto I/O con-
tinuationobjects[15].

Sharing Con�icts

A transplanteddriver sharestheaddressspaceandprivi-
lege domainwith the new OS.Their independentlyde-
veloped structurescontendfor the sameresourcesin
thesetwo domains,andaresubjectto eachother's faults.

Due to picky device drivers and non-modularcode,
a solution for fair addressspacesharingmay be un-
achievable.TheolderLinux device drivers,dedicatedto
the IA32 platform, assumedvirtual memorywasidem-
potently mappedto physical memory. Reuseof these
drivers requiresmodi�cations to the drivers or loss in
�e xibility of the addressspacelayout. The authorsin
[28] decidednot to supportsuchdevice drivers,because
thecostscon�icted with their goals.Theauthorsof [15]
optedto supportthedriversby remappingtheirOS.

Privileged operationsgenerallyhave global side ef-
fects.Whena device driver executesa privilegedopera-
tion for thepurposesof its local module,it likely affects
theentiresystem.A devicedriver thatdisablesprocessor
interruptsdisablesthem for all devices. Cooperatively
designedcomponentsplanfor theproblem;driver reuse
spoilscooperative design.

EngineeringEffort

Device driver reusereducesengineeringeffort in OS
constructionby avoiding reimplementationof the de-
vice drivers.Preservingcon�dencein thecorrectnessof
the original drivers is also important. When given de-
vicedriversthatarealreadyconsideredto bereliableand
correct(error countstendto reduceover time [7]), it is
hopedthat their reusewill carryalongthesameproper-
ties. Con�dencein the new systemfollows from thor-
ough knowledgeof the principlesbehind the system's
construction,accompaniedby testing.

Reusing device drivers through transplantationre-
ducesthe overall engineeringeffort for constructinga
new OS, but it still involves substantialwork. In [10]
Fordetal. report12%of theOS-Kit codeasgluecode.

Engineeringeffort is necessaryto extract the reused
device driversfrom their sourceoperatingsystems,and
to compileandlink with thenew operatingsystem.The
transplantrequiresgluelayersto handlesemanticdiffer-
encesandinterfacetranslation.

For implementationof a glue layer thatgivesuscon-
�dence in its reliability, intimateknowledgeis required
aboutthe functionality, interfaces,andsemanticsof the
reuseddevice drivers. The authorsin [2, 15, 28] all
demonstrateintimateknowledgeof their sourceoperat-
ing systems.

Theproblemsof semanticandresourcecon�icts mul-
tiply asdevicedriversfrom severalsourceoperatingsys-
temsaretransplantedinto the new OS. Intimateknowl-
edgeof the internalsof eachsourceoperatingsystem
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is indispensable.Driver updatetrackingcannecessitate
adaptationeffort aswell.

2.2 Dependability

The useof virtual machinesto enhancereliability has
beenlong known [16]. A varietyof othertechniquesfor
enhancingsystemdependabilityalsoexist, suchassafe
languagesand software isolation, and are complemen-
tary to ourapproach.Theorthogonaldesignprovidedby
our solutionpermitscoexistencewith incompatiblesub-
systemsanddevelopmentmethodologies.

User-level device driver frameworks[9,11,17,20,26,
31] are a known techniqueto improve dependability.
They are typically deployed in a microkernel environ-
ment. Our approachalsoexecutesthe device driversat
userlevel; however, we usetheplatforminterfacerather
thanaspecializedandpotentiallymoreef�cient API.

The recent Nooks project [33] sharesour goal of
retro�tting dependabilityenhancementsin commodity
systems.Theirsolutionisolatesdriverswithin protection
domains,yet still executesthemwithin the kernelwith
completeprivileges. Without privilege isolation, com-
plete fault isolation is not achieved, nor is detectionof
maliciousdriverspossible.

Nookscollocateswith thetargetkernel,adding22,000
lines of code to the Linux kernel's large footprint, all
privileged.TheNooksapproachis similarto secondgen-
erationmicrokernels(suchasL4, EROS,or K42) in pro-
viding addressspaceservicesandsynchronouscommu-
nicationacrossprotectiondomains,but it doesn't takethe
next stepto deprivilege the isolationdomains(andthus
exit to user-level, which is a minusculeoverheadcom-
paredto thecostof addressspaceswitchingon IA32).

To compensatefor Linux's intricatesubsystementan-
glement,Nooksincludesinterpositionservicesto main-
tain theintegrity of resourcessharedbetweendrivers.In
our approach,we connectdrivers at a high abstraction
level—therequest—andthusavoid thepossibilityof cor-
ruptingonedriverby theactionsof anotherdriver.

Like us, anothercontemporaryproject [12, 13] uses
paravirtualization for user-level device drivers, but fo-
cuseson achieving a uni�ed device API anddriver iso-
lation. Our approachspeci�cally leavesdriver interfaces
unde�ned and thus openfor specializationsand layer-
cuttingoptimizations.Theirwork arguesfor asetof uni-
versalcommon-denominatorinterfacesperdeviceclass.

3 Approach

The traditional approachto device driver construction
favors intimate relationshipsbetweenthe drivers and
their kernelenvironments,interferingwith easyreuseof

drivers. On theotherhand,applicationsin thesameen-
vironmentsinterfacewith their kernelsvia well de�ned
APIs, permittingredeploymenton similar kernels. Ap-
plicationsenjoy thebene�tsof orthogonaldesign.

To achieve reuseof device driversfrom a wide selec-
tion of operatingsystems,weclassifydriversasapplica-
tionssubjectto orthogonaldesign,basedon the follow-
ing principles:

Resourcedelegation: Thedriver receivesonly bulk re-
sources,suchasmemoryat pagegranularity. The
responsibilityto further re�ne the bulk resources
lieson thedevicedriver. Thedevicedriverconverts
its memoryinto linkedlistsandhashtables,it man-
agesits stacklayoutto supportreentrantinterrupts,
anddividesits CPUtimebetweenits threads.

Separationof namespaces:The device driver exe-
cuteswithin its own addressspace. This require-
ment avoids naming con�icts betweendriver in-
stances,andhelpsprevent faulty accessesto other
memory.

Separationof pri vilege: Like applications,the device
driverexecutesin unprivilegedmode.It is unableto
interferewith otherOS componentsvia privileged
instructions.

Secure isolation: The device driver lacksaccessto the
memoryof non-trustingcomponents.Likewise,the
device driver is unableto affect the �o w of execu-
tion in non-trustingcomponents.Thesesameprop-
ertiesalsoprotectthe device driver from the other
systemcomponents. When non-trustingcompo-
nentssharememorywith the drivers, they areex-
pectedto protect their internal integrity; sensitive
informationis not storedon sharedpages,or when
it is, shadow copiesaremaintainedin protectedar-
easof theclients[14].

CommonAPI: Thedriver allocatesresourcesandcon-
trols devices with an API commonto all device
drivers. The API is well documented,well under-
stood,powerfully expressive,andrelatively static.

Most legacy device driversin their native stateviolate
theseorthogonaldesignprinciples.They useinternalin-
terfacesof their native operatingsystems,expectre�ned
resources,executeprivileged instructions,and sharea
globaladdressspace.Theirnativeoperatingsystemspar-
tially satisfyour requirements.Operatingsystemspro-
vide resourcedelegationandre�nement,andusea com-
mon API–the system's instructionset and platform ar-
chitecture.By runningtheOSwith thedevicedriver in a
virtual machine,we satisfyall of theprinciplesandthus
achieve orthogonaldesign.
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3.1 Ar chitecture

To reuseand isolatea device driver, we executeit and
its native OS within a virtual machine. The driver di-
rectlycontrolsits devicevia apass-throughenhancement
to the virtual machine,which permitsthe device driver
OS (DD/OS) to accessthe device's registers,ports,and
receive hardwareinterrupts.TheVM, however, inhibits
theDD/OSfrom seeingandaccessingdeviceswhichbe-
long to otherVMs.

Thedriver is reusedby a client, which is any process
in thesystemexternalto theVM, at a privilegedor user
level. Theclient interfaceswith thedriver via a transla-
tion moduleaddedto thedevice driver's OS.This mod-
ule behavesasa server in a client-server model. It maps
client requestsinto sequencesof DD/OS primitives for
accessingthe device, and converts completedrequests
into appropriateresponsesto theclient.

The translationmodule controls the DD/OS at one
of several layers of abstraction: potentially the user-
level API of the DD/OS (e.g., �le accessto emulatea
raw disk), raw device accessfrom userlevel (e.g., raw
sockets),abstractedkernelmoduleinterfacessuchasthe
buffercache,or thekernelprimitivesof thedevicedrivers
in the DD/OS. It is importantto choosethe correctab-
stractionlayer to achieve the full advantagesof our de-
vice driver reuseapproach;it enablesa single transla-
tion moduleto reuseawidevarietyof devices,hopefully
without a seriousperformancepenalty. For example,a
translationmodulethat interfaceswith the block layer
canreuseharddisks,�oppy disks,opticalmedia,etc.,as
opposedto reusingonly asingledevicedriver.

To isolatedevice driversfrom eachother, we execute
thedriversin separateandco-existing virtual machines.
This alsoenablessimultaneousreuseof driversfrom in-
compatibleoperatingsystems.Whenan isolateddriver
reliesonanother(e.g.,adeviceneedsbusservices),then
thetwo DD/OS's areassembledinto aclient-server rela-
tionship.SeeFigure1 for adiagramof thearchitecture.

The requirementfor a completevirtual machineim-
plementationis avoidableby substitutinga paravirtual-
izedDD/OSfor theunmodi�edDD/OS.In theparavirtu-
alizedmodel[3,16], thedevicedriver'sOSis modi�ed to
interfacedirectly with theunderlyingsystem.However,
most importantly, the device drivers in generalremain
unmodi�ed; they only needto berecompiled.

3.2 Virtual Machine Envir onment

In our virtualization architecturewe differentiatebe-
tween� ve entities:

� The hypervisoris the privilegedkernel,which se-
curelymultiplexestheprocessorbetweenthevirtual

DD/OSDD/OS
mapper

DD/OSDD/OS
mapper

DD/OSDD/OS
mapper

PCI

PCI

PCI

clientclient

network
subsystem

block
subsystem

kernel extensions
reused drivers

Figure1: Devicedriver reuseandisolation.Thekernelexten-
sionsrepresentthecomponentsloadedinto theDD/OS's to co-
ordinatedevice driver reuse.Theblock andnetwork DD/OS's
recursively usethePCIDD/OS.

machines.It runsin privilegedmodeandenforces
protectionfor memoryandIO ports.

� Thevirtual machinemonitor (VMM) allocatesand
managesresourcesand implementsthe virtualiza-
tion layer, suchastranslatingaccessfaultsinto de-
viceemulations.TheVMM canbeeithercollocated
with the hypervisorin privilegedmodeor unprivi-
legedandinteractingwith thehypervisorthrougha
specializedinterface.

� Device driver OS's hostunmodi�ed legacy device
driversandhave pass-throughaccessto thedevice.
They control thedevice via eitherport IO or mem-
ory mappedIO andcaninitiateDMA. However, the
VMM restrictsaccessto only thosedevicesthatare
managedby eachparticularDD/OS.

� Clients use device services exported by the
DD/OS's,in atraditionalclient-serverscenario.Re-
cursiveusageof driverOS's is possible;i.e. aclient
canact asa DD/OS for anotherclient. The client
couldbethehypervisoritself.

� Translationmodulesareaddedto DD/OS's to pro-
videdeviceservicesto theclients.They providethe
interfacefor the client-to-DD/OScommunication,
andmapclient requestsinto DD/OSprimitives.

The hypervisorfeaturesa low-overheadcommunica-
tion mechanismfor inter-virtual-machinecommunica-
tion. For messagenoti�cation, eachVM canraiseacom-
municationinterruptin anotherVM andtherebysignala
pendingrequest. Similarly, on requestcompletionthe
DD/OScanraiseacompletioninterruptin theclientOS.

Thehypervisorprovidesa mechanismto sharemem-
ory betweenmultiple virtual machines.The VMM can
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registermemoryareasof oneVM in anotherVM' sphys-
ical memoryspace,similarly to memory-mappeddevice
drivers.

3.3 Client Requests

To provide accessto its devices,thedriver OSexportsa
virtual deviceinterfacethatcanbeaccessedby theclient.
The interface for client-to-DD/OSdevice communica-
tion is not de�ned by the hypervisoror the VMM but
ratherleft to thespeci�c translationmoduleimplementa-
tion. This allows for optimizationssuchasvirtual inter-
rupt coalescing,scatter-gathercopying, sharedbuffers,
andproducer-consumerringsasusedin Xen [3].

The translationmodulemakes one or more memory
pagesaccessibleto theclient OSandusesinterruptsfor
signalling,subjectto theparticularinterfaceandrequest
requirements.This is verysimilar to interactionwith real
hardwaredevices. Whenthe client signalsthe DD/OS,
the VMM injectsa virtual interruptto causeinvocation
of the translationmodule.Whenthe translationmodule
signalstheclient in response,it invokesa methodof the
VMM, whichcanbeimplementedasa trapdueto aspe-
ci�c privilegedinstruction,duetoanaccesstoanIO port,
or dueto amemoryaccess.

3.4 EnhancingDependability

Commodityoperatingsystemscontinueto employ sys-
temconstructiontechniquesthatfavor performanceover
dependability[29]. If their authorsintend to improve
systemdependability, they facethechallengeof enhanc-
ing thelargeexistingdevicedriverbase,potentiallywith-
out sourcecodeaccessto all drivers.

Our architectureimprovessystemavailability andre-
liability, while avoiding modi�cations to the device
drivers,via driver isolationwithin virtual machines.The
VM providesahardwareprotectiondomain,deprivileges
thedriver, andinhibits its accessto theremainderof the
system(while alsoprotectingthedriver from therestof
thesystem).Theuseof thevirtual machinesupportsto-
day's systemsand is practical in that it avoids a large
engineeringeffort.

The device driver isolationhelpsto improve reliabil-
ity by preventingfault propagationbetweenindependent
components.It improvesdriver availability by support-
ing �ne graineddriver restart(virtual machinereboot).
Improved driver availability leadsto increasedsystem
reliability whenclientsof thedriverspromotefault con-
tainment. Proactive restartof drivers,to resetlatenter-
rorsor to upgradedrivers,reducesdependenceon recur-
sive fault containment,thushelping to improve overall
systemreliability.

TheDD/OSsolutionsupportsacontinuumof con�gu-
rationsfor devicedriver isolation,from individualdriver
isolationwithin dedicatedVMs to groupingof all drivers
within a single VM. Groupingdrivers within the same
DD/OSreducestheavailability of theDD/OSto thatof
the leaststabledriver (if not further). Even with driver
grouping,the systemenjoys the bene�ts of fault isola-
tion anddriver restart.

Driver restartis a responseto oneof two event types:
asynchronous(e.g.,in responseto faultdetection[33], or
in responseto a maliciousdriver), or synchronous(e.g.,
live upgrades[23] or proactive restart[5]). The reboot
responseto driver failure returnsthe driver to a known
goodstate:its initial state.Thesynchronousvarianthas
theadvantageof beingableto quiescetheDD/OSprior
to rebooting,and to negotiatewith clients to complete
sensitive tasks.Oursolutionpermitsrestartof any driver
via a VM reboot. However, driversthat rely on a hard-
wareresetto reinitializetheir devicesmaynotbeableto
recover their devices.

The interfacebetweentheDD/OSandits clientspro-
videsanaturallayerof indirectionto handlethedisconti-
nuity in servicedueto restarts.Theindirectioncaptures
accessesto a restartingdriver. The accessis eitherde-
layeduntil theconnectionis transparentlyrestarted[23]
(requiringtheDD/OSor theVMM to preservecanonical
cachedclientstateacrosstherestart),or re�ectedbackto
theclientasa fault.

4 Virtualization Issues

The isolation of the DD/OS via a virtual machinein-
troducesseveral issues:theDD/OSconsumesresources
beyond thosethat a device driver requires,it performs
DMA operations,and it can violate the specialtiming
needsof physicalhardware. Likewise, legacy operating
systemsarenot designedto collaboratewith otheroper-
ating systemsto control the deviceswithin the system.
Thissectionpresentssolutionsto theseissues.

4.1 DMA Addr essTranslation

DMA operateson physical addressesof the machine.
In a VM, memoryaddressesaresubjectto anotherad-
dresstranslation: from guestphysical to host physical
addresses.Since devices are not subject to TLB ad-
dresstranslation,DMA addressescalculatedinside the
VM andfedto ahardwaredevicereferenceincorrecthost
memoryaddresses.

Virtual machinemonitorsusually run device drivers
at kernelprivilege level [3, 21,35]. The VMM exports
virtual hardwaredevicesto theVM, which mayor may
not resembletherealhardwarein thesystem.On device
accessthemonitorinterceptsandtranslatesrequestsand
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DMA addressesto the machine's real hardware. Since
all hardwareaccessesincludingDMA requestsareinter-
cepted,theVM is con�ned to its compartment.

When giving a VM unrestrictedaccessto DMA-
capabledevices,theVM-to-hostmemorytranslationhas
to eitherbe incorporatedinto all device requestsor the
DMA addresstranslationhasto be preserved. The par-
ticular approachdependson availablehardwarefeatures
andthevirtualizationmethod(full virtualizationvs. par-
avirtualization).

In aparavirtualizedenvironmenttheDD/OScanincor-
poratethe VMM pagemappingsinto the DMA address
translation.For theLinux kernelthis requiresmodi�ca-
tion to only a few functions.Thehypervisoralsohasto
supportan interfacefor queryingandpinning theVM' s
memorytranslations.

When DMA addresstranslationfunctions can't be
overridden, the DD/OS's have to be mappedidempo-
tently to physical memory. Apparently, this would re-
strict the systemto a single DD/OS instance. But by
borrowing ideasfrom single-address-spaceOS's we can
overcomethisrestrictionundercertaincircumstances.In
many casesdevice drivers only issueDMA operations
on dynamicallyallocatedmemory, suchas the heapor
pagepool. Hence,only thosepagesrequirethe restric-
tion of being mappedidempotently. Using a memory
balloon driver [36], pagescan be reclaimedfor usein
otherDD/OS's, effectively sharingDMA-capablepages
betweenall DD/OS's (seeFigure2).

DMA from static datapages,suchas microcodefor
SCSIcontrollers,furtherrequiresidempotentmappingof
datapages.However, dynamicdriver instantiationusu-
ally placesdriversinto memoryallocatedfrom thepage
pool anyway. Alternatively, one DD/OS can run com-
pletely unrelocated;multiple instancesof the sameOS
canpotentiallysharetheread-onlyparts.

It is importantto notethat all solutionsassumewell-
behaving DD/OS's. Without specialhardwaresupport,
DD/OS'scanstill bypassmemoryprotectionbyperform-
ing DMA to physical memory outside their compart-
ments.

4.2 DMA and Trust

Code with unrestrictedaccessto DMA-capablehard-
ware devices can circumvent standardmemoryprotec-
tion mechanisms.A maliciousdriver canpotentiallyel-
evateits privilegesby usingDMA to replacehypervisor
codeor data. In any systemwithout explicit hardware
supportto restrictDMA accesses,we have to consider
devicedriversaspartof thetrustedcomputingbase.

Isolating device drivers in separatevirtual machines
canstill bebene�cial. Nooks[33] only offersvery weak
protectionby leaving device driversfully privileged,but

VM 0

VM 1

Physical
machine

Mem
balloon

Mem
balloon

mapped idempotent to VMs,
DMA-able

OS heap and page pool

Figure2: DMA memoryallocationfor two VMs. Theballoon
driverenablesreallocationof thememory.

still reportsasuccessfulrecoveryrateof 99%for synthet-
ically injecteddriver bugs.Thefundamentalassumption
is thatdevicedriversmayfault,but arenotmalicious.

We differentiatebetweenthreetrust scenarios.In the
�rst scenarioonly the client of the DD/OS is untrusted.
In thesecondcaseboth theclient aswell astheDD/OS
areuntrustedby thehypervisor. In thethird scenariothe
client andDD/OSalsodistrusteachother. Notethat the
lattertwo casescanonly beenforcedwith DMA restric-
tionsasdescribedin thenext section.

During a DMA operation,pagetranslationstargeted
by DMA have to stayconstant. If the DD/OS's mem-
ory is not staticallyallocatedit hasto explicitly pin the
memory. WhentheDD/OSinitiatesDMA in oroutof the
client's memoryto eliminatecopying overhead,it must
pin that memoryas well. In the casethat the DD/OS
is untrusted,thehypervisorhasto enableDMA permis-
sionsto thememoryandto ensurethat theDD/OScan-
not run denial-of-serviceattacksby pinning excessive
amountsof physicalmemory.

Whenthe DD/OS andclient distrusteachother, fur-
therprovisionsarerequired.If theDD/OSgetscharged
for pinningmemory, a maliciousclient couldrun a DoS
attackagainstthedriver. A similar attackby theDD/OS
againsttheclient is possiblewhentheDD/OSperforms
thepinningon behalfof theclient. Thesolutionis a co-
operative approachwith bothuntrustedpartiesinvolved.
Theclientperformsthepinoperationonits ownmemory,
which eliminatesa potentialDoSattackby theDD/OS.
Then,the DD/OS validateswith the hypervisorthat the
pagesaresuf�ciently pinned.By usingtime-boundpin-
ning [27] guaranteedby thehypervisor, theDD/OScan
safelyperformtheDMA operation.

Pagetranslationsalsohaveto staypinnedduringaVM
restart,sincea faulting DD/OS may leave a device ac-
tively usingDMA. All potentiallytargetedmemorythus
cannotbereclaimeduntil theVMM is surethatoutstand-
ing DMA operationshave eithercompletedor aborted.
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Likewise,client OS's mustnot usememoryhandedout
to thefaultedDD/OSuntil its restarthascompleted.

4.3 IO-MMU and IO Contexts

TheIO-MMU, initially designedto overcomethe32-bit
addresslimitation for DMA in 64-bit systems,enables
remappingbusaddressesto hostaddressesatpagegranu-
larity. IO-MMUs are,amongstothers,availablein AMD
Opteron[1], Alpha 21172[8], andHP Itanium systems
[22]. They canbeusedto enforceaccesspermissionsfor
DMA operationsandto translateDMA addresses.Thus,
DD/OS's canbefully hardware-isolatedfrom theVMM
andotherVMs, removing devicedriversfrom thetrusted
computingbase[24].

Tailored towardsmonolithic OS designs,IO-MMUs
usuallydon't supportmultiple addresscontexts, suchas
per device, per slot, or per bus translations. The con-
�icting setsof virtual to physical mappingsof isolated
device drivers prevent simultaneoususe of theseIO-
MMUs. We emulatemultiple IO addresscontexts by
time-multiplexing the IO-MMU betweenPCI devices.
Resemblingtask scheduling,we periodically schedule
IO-MMU contexts andenablebusaccessfor only those
devicesthatareassociatedwith theactive context.

ThePCIspeci�cation[30] doesnotde�ne amaximum
accesslatency to thePCIbus,but only requiresfair arbi-
tration preventingdeadlocks.Devicesthereforehave to
bedesignedfor potentiallylongbusaccesslatencies—up
to multiplemilliseconds—whichmakesacoarse-grained
schedulingapproachfeasible.Theschedulingperiodhas
to be within the boundsof eachdevice's timing toler-
ances;the particularhandlingof timeoutsis speci�c to
thedeviceclass.For examplenetwork cardssimplystart
droppingpacketswhenthe card's internalbuffers over-
�o w, whereasthe IDE DMA controllersignalsan error
condition.2

A downsideof time multiplexing is that the average
availablebusbandwidthfor adevicedecreasesanddeliv-
ery latency increases.Benchmarkswith a gigabit Ether-
netNIC show a throughputdecreasethat is proportional
to theallocatedbusshare.We furtherreducetheimpact

2IO-MMU time multiplexing is not fully transparentfor all device
classes.For example, the IDE DMA controller in our experimental
AMD Opteronsystemrequiresdedicatedhandling. The IDE con-
troller's behavior changesbasedon its DMA state: DMA startupor
in-progressDMA. For DMA startupit canaccepta multi-millisecond
latency until its ®rst busaccessis permittedto proceed.But if its bus
masteraccessis rescindedfor a multi-milliseconddurationduring an
active DMA operation,it abortsinsteadof retryingtheoperation.The
problemis thatthemillisecondschedulingperiodexceedsthedevice's
latency. We thereforeadditionallycheckfor in-progressDMA directly
at theIDE controlleranddelaythepreemptionuntil DMA completion.
However, to perform this test we needspeci®cdevice knowledgeÐ
even thoughit is for a whole device classÐcompromisingthe trans-
parency of ourapproach.

of time multiplexing by dynamicallyadaptingbus allo-
cationsbasedon device utilization,preferringactive and
asynchronouslyoperatingdevices.

The IO-MMU time multiplexing is a performance
compromiseto supportdevice driver isolationon inad-
equatehardware,andis a proof-of-conceptfor our reuse
and isolation goals. Future hardware solutionscould
eliminatetheneedfor timemultiplexing.

4.4 ResourceConsumption

EachDD/OSconsumesresourcesthatextendbeyondthe
inherentneedsof the driver itself. The DD/OS needsa
minimum amountof memoryfor codeand data. Fur-
thermore,eachDD/OShasacertaindynamicprocessing
overheadfor periodictimersandhousekeeping,suchas
pageagingandcleaning.Periodictasksin DD/OS's lead
to cacheandTLB footprints,imposingoverheadon the
clientsevenwhennotusingany devicedrivers.

Pagesharingasdescribedin [36] signi�cantly reduces
the memoryand cachefootprint inducedby individual
DD/OS's. The sharinglevel canbe very high whenthe
sameDD/OS kernel imageis usedmultiple times and
customizedwith loadabledevice drivers. In particular,
thesteady-statecachefootprintof concurrentDD/OS'sis
reducedsincethe samehousekeepingcodeis executed.
It is importantto notethatmemorysharingnot only re-
ducesoverall memoryconsumptionbut also the cache
footprint for physically taggedcaches.

The VMM canfurther reducethe memoryconsump-
tion of a VM by swappingunusedpagesto disk. How-
ever, this approachis infeasiblefor the DD/OS running
theswapdeviceitself (andits dependency chain).Hence,
standardpageswappingis permittedto all but theswap
DD/OS. When treatingthe DD/OS as a black box, we
cannotswapunusedpartsof theswapDD/OSvia work-
ing set analysis. All partsof the OS must always be
in mainmemoryto guaranteefull functionalityevenfor
rarecornercases.

Besidesmemorysharingandswapping,we usethree
methodsto furtherreducethememoryfootprint. Firstly,
memory ballooning actively allocatesmemory in the
DD/OS,leadingto self-paging[18,36]. Thefreedmem-
ory is handedbackto theVMM. Secondly, we treatzero
pagesspeciallysincethey canbe trivially restored.Fi-
nally, we compress[6] the remainingpagesthat do not
belongto theactive working setandthatarenot safeto
swap,anduncompressthemonaccess.

Page swappingand compressionare limited to ma-
chineswith DMA hardware that can fault on accesses
to unmappedpages.Otherwise,a DMA operationcould
accessinvalid data(it mustbeassumedthatall pagesof a
DD/OSarepinnedandavailablefor DMA whentreating
theDD/OSasablackbox).
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Periodictaskslike timerscancreatea non-negligible
steady-stateruntime overhead. In somecasesthe re-
quirementson the runtime environment for a DD/OS
whosesolepurposeis to encapsulatea device driver can
beweakenedin favor of lessresourceconsumption.For
example,a certainclock drift is acceptablefor an idle
VM as long as it doesnot lead to malfunctionof the
driver itself, allowing usto scheduleOS's lessfrequently
or to simplydroptheir timer ticks.

4.5 Timing

Time multiplexing of multiple VMs canviolate timing
assumptionsmadein the operatingsystemcode. OS's
assumelinear time and non-interruptedexecution. In-
troducinga virtual time baseandslowing down theVM
only worksif thereis nodependenceonrealtime. Hard-
waredevices,however, arenotsubjectto thisvirtual time
base.Violatingthetiming assumptionsof devicedrivers,
such as short delaysusing busy waiting or bound re-
sponsetimes,canpotentially leadto malfunctioningof
thedevice.3

We use a schedulingheuristic to avoid preemption
within timecritical sections,verysimilarto ourapproach
to lock-holderpreemptionavoidancedescribedin [34].
Whenconsecutive operationsaretime-bound,operating
systemsusuallydisablepreemption,for exampleby dis-
abling hardware interrupts. Whenthe VMM scheduler
would preempta virtual processorbut interruptsaredis-
abled,we postponethe preemptionuntil interruptsare
re-enabled,therebypreservingthetiming assumptionsof
theOS.This requirestheVMM to trapthere-enableop-
eration.Hardpreemptionafteramaximumperiodavoids
potentialDoSattacksby maliciousVMs.

4.6 SharedHardwareand Recursion

Device driversassumeexclusive accessto thehardware
device. In many casesexclusivenesscanbe guaranteed
by partitioningthesystemandonly giving device access
to a singleDD/OS.Inherentlysharedresources,suchas
thePCI busandPCI con�guration space,areincompat-
ible with partitioning and requiresharedand synchro-
nizedaccessfor multiple DD/OS's. Following our reuse
approach,we give oneDD/OS full accessto the shared
device; all otherDD/OS's usedriver stubsto accessthe
shareddevice. Theserver part in thecontrollingDD/OS
can then apply a �ne-grained partitioning policy. For
example,our PCI DD/OS partitionsdevicesbasedon a

3Busy waiting, which relieson correctcalibrationat boot time, is
particularly problematicwhen the calibration period exceedsa VM
schedulingtime slice and thus reportsa slower processor. A device
driverusingbusywaitingwill thenundershootadevice'sminimal tim-
ing requirements.

con�guration �le, but makesPCI bridgesread-onlyac-
cessibleto all client DD/OS's. To simplify VM device
discovery, additionalvirtual devicescanberegistered.

In afully virtualizedenvironment,somedevicedrivers
cannotbe replaceddynamically. Linux, for example,
doesnot allow substitutingthe PCI bus driver. In those
cases,full hardwareemulationis requiredby theVMM.
Thenumberof suchdevicesis quite limited. In thecase
of Linux the limitations includePCI, the interruptcon-
troller, keyboard,mouse,andreal-timeclock.

5 Evaluation

We implementeda driver reusesystemaccordingto the
architecturedescribedin theprior sections,andassessed
the architecture's performance,resource,andengineer-
ing costs. We evaluatedreuseddriversfor the network,
disk andPCI subsystems.We limit our evaluationto a
paravirtualizationenvironment.

To supporta comparative performanceanalysis,we
constructeda baselinesystemanda device driver reuse
systemthatcloselyresembleeachother. They useiden-
tical devicedriver code.They run thesamebenchmarks,
utilizing the sameprotocolstacksandthe sameOS in-
frastructure.They differ in their architectures:thebase-
line usesits native device driver environment,while our
systemusesthedriver reuseenvironmentandis paravir-
tualized.ThebaselineOSis a standardLinux operating
system. The device driver reusesystemis constructed
from a setof paravirtualizedLinux OS's con�gured as
DD/OS componentsandclient components.The client
OScommunicateswith thereuseddevicedriversvia spe-
cial kernelmodulesinstalledinto theclientOS.

5.1 Virtualization Envir onment

The paravirtualization environment is basedon the L4
microkernel[25]. L4 servesasa smallprivileged-mode
hypervisor. It offers minimal abstractionsand mecha-
nisms to supportisolation and communicationfor the
virtual machines.Fewer than13,000lines of coderun
privileged.

TheDD/OSandtheclientOSareprovidedby two dif-
ferentgenerationsof the Linux kernel: versions2.4.22
and2.6.8.1. The 2.4 kernelwasportedto the L4 envi-
ronmentin thetraditionof theoriginal L4Linux adapta-
tion [19]. In contrast,weusedavery lightweightadapta-
tion of the2.6kernelto L4, with roughly3000additional
lines of code(and only 450 lines intrusive). The par-
avirtualizedLinux kernelsuseL4 mechanismsto receive
interrupts,to schedule,to manageapplicationmemory,
andto handleapplicationsystemcallsandexceptions.

TheVMM, auser-level L4 task,coordinatesresources
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suchas memory, device mappings,and I/O port map-
pingsfor theDD/OSinstancesandtheclientOS.

All componentscommunicatevia L4 mechanisms.
Thesemechanismsincludetheability to establishshared
pages,performhigh-speedIPC, andto ef�ciently copy
memorybetweenaddressspaces.The mechanismsare
coordinatedby object interfacesde�ned in a high-level
IDL, whichareconvertedto optimizedinlinedassembler
with anIDL compiler.

5.2 Translation Modules

For ef�cient datatransfer, the client and DD/OS com-
municateenoughinformation to supportDMA directly
from the client's pagesvia a sharedproducer-consumer
commandring. In a typical sequence,theclientaddsde-
vicecommandsto thering andactivatestheDD/OSvia a
virtual interrupt,andthentheDD/OSservicesthecom-
mand.BeforeperformingthedeviceDMA operation,the
DD/OSvalidatesthelegality of theclient'saddressesand
theclient's pinningprivileges.

TheDD/OSdoesnotgeneratevirtual addressesfor the
client's pages;Linux device driversaredesignedto sup-
port DMA operationson pagesthat arenot addressable
within the Linux kernel's virtual addressspace(by de-
fault, Linux canonly addressabout940MB of memory
in its kernelspace).TheLinux driversrefer to pagesin-
directly via a pagemap. To leverageLinux's pagemap,
wecon�gureLinux with knowledgeof all physicalpages
on the machine,but reserved from use(any attemptsto
accessmemoryoutsidethe DD/OS's VM causespage
permissionfaults), and then convert client requestad-
dressesinto pagemapoffsets.In caseadriveror subsys-
tem placesrestrictionson acceptableaddresses,it may
benecessaryto �rst copy thedata.

Disk Interface Thedisk interfacecommunicateswith
Linux's block layer, andis addedto theDD/OSasaker-
nel module.It convertsclient disk operationsinto Linux
block requests,and injects the block requestsinto the
Linux kernel. Linux invokesthe translationlayer upon
completionof therequestsvia acallbackassociatedwith
eachrequest.The block layer additionallysupportsthe
ability for the DD/OS to processrequestsout-of-order.
TheclientandDD/OSshareasetof requestID' s to iden-
tify thereorderedcommands.

Network Interface Thenetwork interfacehasthead-
ditional featureof asynchronousinboundpacket deliv-
ery. Wedevelopedoursystemto supportmultipleclients,
andthustheDD/OSacceptstheinboundpacketsinto its
own memoryfor demultiplexing. While outboundpack-
ets are transmittedfrom the client via DMA, inbound
packetsaresecurelycopiedfrom theDD/OSto theclient

by theL4 microkernel,thusprotectingtheclientmemory
from theDD/OS(andrequiresagreementfrom theclient
to receive the packets). The L4 kernel createstempo-
rary CPU-localmemorymappings,within theL4 kernel
space,to achieve anoptimizedcopy.

The translationlayer is addedto the DD/OS asa de-
vice driver module. It representsitself to theDD/OSas
a Linux network device, attachedto a virtual intercon-
nect.But it doesn't behaveasastandardnetwork device;
insteadit appendsoutboundpacketsdirectly to the real
adapter's kernelpacket queue(in themannerof network
�lters), wherethey areautomaticallyratecontrolledvia
therealdevice's driver feedbackto theLinux kernel.

To participatedirectly on the physical network, the
translationlayeracceptsinboundpacketsusingtheLinux
ISO layer-two bridging modulehook. The translation
layerqueuesthepacketsto theappropriateclientOS,and
eventuallycopiesto theclient.4

PCI Interface WhenthePCIdriver is isolated,it helps
theotherDD/OSinstancesdiscover theirappropriatede-
viceson the bus,andrestrictsdevice accessto only the
appropriateDD/OSinstances.

ThePCI interfaceis not performancecritical. We for-
wardall clientPCIcon�guration-spacereadandwrite re-
queststo thePCI DD/OS.It will performwrite requests
only for authorizedclients. For readrequests,it pro-
videsaccurateinformation to the device's DD/OS, and
contrivedinformationto otherclients.

WeexecutethePCIDD/OSata lowerpriority thanall
othersystemcomponents.With no timing requirements,
it cantoleratesevereclockdrift.

5.3 ResourceConsumption

For memory, we measuredthe active and steady-state
pageworking setsizesof DD/OSinstances,andconsid-
eredtheeffectof pagesharingandmemorycompression
for all pagesallocatedto theDD/OSinstances.For CPU,
we focusedon theidle cycleconsumption(latersections
exploretheCPUcostsof activeworkloads).

To avoid unnecessaryresourceconsumptionin the
DD/OS, we con�gured the Linux kernel, via its build
con�guration, to include only the device drivers and
functionalityessentialto handlethe devicesintendedto
beusedin thebenchmarks.Theruntimeenvironmentof
eachDD/OSis a tiny ROM imagewhich initializes into
asingle-usermodewith almostnoapplicationpresence.

4An alternative to packet copying, pageremapping,has a pro-
hibitively expensive TLB ¯ush penaltyon SMPs when maintaining
TLB coherence.A future alternative is to usea sparehyperthreadto
copy thepackets. If thenetwork DD/OShasonly a singleclient, then
theclient canprovide thepagesbackingtheinboundpackets,avoiding
thecopy.
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Figure3: 90msaggregatesamplesof Linux 2.6.8.1DD/OS
memoryworking setswhenidle andfor variousdisk andnet-
work benchmarks.

Thedatawascollectedwhile usingLinux 2.6.8.1.The
numbersaregenerallysimilar for Linux 2.4.22.

Working Set Figure3 is a plot of memorypagework-
ing setsof disk andnetwork DD/OS's, whereeachsam-
ple covers 90ms of events. The “steady state” graph
shows the inherent�x edcostof an idle DD/OS,usually
around144KB, with a housekeepingspike aboutevery
two seconds.The remaininggraphsprovide an ideaof
working setsizesduringactivity. The“ttcp receive” and
“ttcp send” testsshow the working setsizesduring in-
tensenetwork activity. The“untar” testshows thework-
ing set responseto the processof unarchiving a Linux
kernelsourcetree to disk. The worst-caseworking set
sizereaches2200KB,correspondingto highnetwork ac-
tivity. Our con�guration is susceptibleto a large work-
ing set for network activity becausethe DD/OS buffers
incomingpacketswithin its own memory. However, due
to Linux's reuseof packet buffers the DD/OS working
setsizeremainsbounded.

Memory Compression To testthepossibilityof shar-
ing andcompressingthepagesthatbacktheDD/OSin-
stances,we performedan of�ine analysisof a snapshot
of aparticularDD/OScon�guration.Thetestedcon�gu-
rationincludedthreeDD/OSinstances,oneeachfor PCI,
IDE, andtheIntel e1000gigabit. ThePCI VM wascon-
�gured with 12MB andthe otherswith 20MB memory
each. We ran the PostMarkbenchmarkstressinga VM
with Linux 2.6serving�les via NFSfrom thelocal IDE
disk over the network. The active memoryworking set
for all DD/OS's was2.5MB.

For systemswithout an IO-MMU, the memorycon-
sumptioncan only be reducedby cooperative memory
ballooning[36]. With theballoondriver in theDD/OS's
wecanreclaim33%of thememory.

0 10 20 30 40 50 60

compr. + shared (4)
(IO-MMU read/write)

compressed (3)
(IO-MMU no access)

mem ballooning (2)

base consumption (1)

Memory consumption (in MB)

compressable

comp. duplicates

active

active duplicates

zero

balloon

Figure4: (1) Combinedmemoryconsumptionof disk, net-
work, andPCI DD/OS's with 20MB, 20MB, and12MB VMs,
(2) after memoryballooning,(3) with memorycompression,
and(4) memorycompressionandsharing.

UsinganIO-MMU thatcanrecover from pagefaults,
we canrevoke pageaccessrightsandcompressmemory
thatis notpartof theactiveworkingset.Supportof read-
only pageaccessrights by the IO-MMUs furthermore
enablessharingof identicalpagesof theactive working
setvia copy-on-write. We searchedfor duplicatepages
amongthethreeDD/OSinstances.Any duplicatepageis
shareablewhetherit is in anactiveworkingsetor not. A
pagein any DD/OSinstanceis additionallyupgradedto
anactive pageif it hasa duplicatein any working set,to
avoid having a compressedaswell asan uncompressed
copy. Finally, theIO-MMU enablesusto reclaimall zero
pagesuncooperatively. For the given setup,up to 89%
of theallocatedmemorycanbereclaimed,reducingthe
overallmemoryfootprintof threeconcurrentDD/OS'sto
6MB (seeFigure4).

Without an IO-MMU, gray-box knowledge enables
DD/OS paging. For example, the memoryof Linux's
pagemapis neverusedfor aDMA operation,andis thus
pageable.Furthermore,the network andblock DD/OS
eachhada contiguous6.9 MB identical region in their
pagemaps,suitablefor sharing.

CPU Utilization The steadystateof a DD/OS hasan
inherentCPUutilization cost,not just in�uenced by in-
ternalactivities, but alsoby the numberof DD/OS's in
the system. We measuredthe DD/OS CPU utilization
responseto additionalDD/OS instances;the �rst eight
DD/OS's eachconsume0.12%of theCPU,andthenthe
ninth consumes0.15%,and the tenthconsumes0.23%
(seeFigure5).

TheDD/OS's wereidle with no device activity. Only
the �rst DD/OSwasattachedto a device—thePCI bus.
Theotherscontainedasingledevicedriver (thee1000).

The machinewasa Pentium4 2.8 GHz with a 1MB
L2 cache,which canalmost�t thesteady-statememory
workingsetsof sevenDD/OSinstances(at144KBeach,
seeFigure3). The L2 cachemissratebegan to rapidly
rise with the eighthDD/OS, leadingto an in�ection in
theCPUutilizationcurve.
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Figure5: IncrementalCPU utilization for additionalsteady-
stateDD/OSinstances,representingthe®xedcostof executing
aDD/OS.

5.4 Performance

A set of benchmarksallowed us to explore the perfor-
mancecostsof the DD/OS approachto device driver
reuse,stressingonedriver at a time, andthenusingnet-
work anddisk driverstogether. The networking bench-
markswereselectedto helpprovide a point of compari-
sonwith recentliterature.

We executedour benchmarkswith two device driver
reusescenarios:(1) with all drivers consolidatedin a
singleDD/OS,and(2) with thedevicesisolatedin dedi-
catedDD/OSinstances.For a baseline,thebenchmarks
arealsoexecutedwithin theoriginal,nativedevicedriver
environment.

The benchmarkOS ran DebianSarge with the Linux
2.6 kernels, constrainedto 768MB. When using the
Linux 2.4kernels,performancenumberswerevery sim-
ilar. Thehardwareusedin thetestsystemwasaPentium
4 2.8GHzprocessor, with anIntel 82540gigabitnetwork
PCIcard,andadesktopSATA disk (Maxtor6Y120M0).

TTCP Figure6 presentsthe throughputof the TTCP
benchmarkrelative to the native throughput,using two
packet sizes. Throughputat the 1500-bytepacket size
remainswithin 3% of native, and drops to 8% of na-
tive for 500-bytepackets. Linux performsthe packet
sizing within the kernel, rather than within TTCP, via
useof Linux's maximumtransmissionunit (MTU) pa-
rameter, avoiding a per-packet addressspacetransition.
TheCPUutilizationrelative to nativeLinux was1.6xfor
send,2.06xfor receive with 1500-byteMTU, and2.22x
for receive with 500-byteMTU. As expected,network
receive generateda larger CPU load thannetwork send
dueto extra packet copies. TTCP wascon�gured for a
128KBsocketbuffer size.
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Figure 6: NormalizedTTCP throughputresults for native
Linux (N), consolidated(C), and isolated(I) DD/OS's. Ab-
solutethroughputgivenin MB/s.

Netperf TheNetperfbenchmarkcon�rmed theTTCP
MTU 1500 results; throughputwith driver reusere-
mainedwithin 3% of native, with 1.6x CPU utilization
for sending,andup to 2.03xCPUutilization for receiv-
ing. The native throughputwas98.5MB/s. A substan-
tial increasein TLB andL2 cachemissesled to higher
CPU utilization. Thesemissesare inherentto our test-
platform; thePentium4 �ushesTLBs andL1 cacheson
everycontext switchbetweentheclientandDD/OS.The
Netperfbenchmarktransferedonegigabyte,with a32KB
sendandreceive size,anda256KBsocketbuffer size.

Disk Figure7 presentstheresultsof ourstreamingdisk
benchmarkfor the isolatedDD/OS's (consolidatedre-
sultsareidentical). Thebenchmarkhighlightstheover-
head of our solution, as opposedto masking it with
random-accessdisk latency. The benchmarkbypasses
theclient's buffer cache(usinga Linux raw device) and
�le system(by directly accessingthedisk partition).We
thusavoid timing thebehavior of the�le system.Native
throughputaveraged50.75MB/s with a standarddevia-
tion of 0.46MB/s. For driver reuse,the throughputwas
nearlyidenticalandthedifferencelessthanhalf thestan-
darddeviation, with CPU utilization rangingfrom 1.2x
to 1.9xnative.

Application-Level We studied application-level per-
formancewith thePostMarkbenchmark,run over NFS.
Thisbenchmarkemulatesthe�le transactionbehavior of
anInternetelectronicmail server, andin ourscenario,the
�le storageis providedby anNFSserver machine.The
benchmarkitself executesonaclientmachine.TheNFS
server usedour driver reuseframework, andwascon�g-
ured as in the microbenchmarks.The client had a 1.4
GHzPentium4, 256MBmemory, a64MB DebianRAM
disk, anIntel 82540gigabit EthernetPCI card,andexe-
cuteda native Linux 2.6.8.1kernel.Theperformanceof
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Figure8: CPU utilization for the NFS server machinewhile
handlingthePostMarkbenchmark.

the NFS server was nearly identical for all driver sce-
narios, for native Linux and for driver reuse,with an
averageruntime of 343.4seconds.The standarddevi-
ation,2.4%,wasover twice the lossin performancefor
driver reuse. Both the isolatedandconsolidateddriver
reusecon�gurationshadhigherCPUutilization thanna-
tive Linux; seeFigure8 for CPUutilization tracesof the
NFSserver machinecoveringthedurationof thebench-
mark. Thebenchmarkstartswith a largeCPUspike due
to �le creation. Postmarkwascon�gured for �le sizes
rangingfrom 500-bytesto 1MB, a working setof 1000
�les, and10000�le transactions.

5.5 IO-MMU

Weuseda1.6GHzAMD Opteronsystemwith anAMD
8111 chipset to evaluateIO-MMU time multiplexing.
The chipset's graphicsaperturerelocationtable mech-
anismrelocatesup to 2GB of the 4GB DMA spaceat
a 4KB granularity[1]. The chipsetonly supportsread-
write andno-accesspermissions.

Eachvirtual machinerunning a DD/OS hasa dedi-
catedIO-MMU pagetablewhich is synchronizedwith
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Figure9: Network bandwidthin responseto variousIO-MMU
context schedulingrates.

theguest-physical-to-host-physicalmappingsof theVM.
When clients grant the DD/OS accessto partsof their
memory, appropriateentriesareaddedto the IO-MMU
pagetableaswell.

TheVMM connectsthemanagedPCIdevicesof each
DD/OS with their respective IO-MMU contexts. Peri-
odically, but independentof theprocessorscheduler, we
switchbetweenthe IO contexts. On context switch, the
hypervisorenablesanddisablesbusmasteraccessin the
PCI con�guration spacefor the respective devices. Our
shortestschedulinggranularityof 1msis limited by the
frequency of theperiodictimer.

We evaluated the performance and overhead of
schedulingIO-MMU contexts, aswell astheboundsof
theschedulingperiodfor hardwaredevices.Thetestsys-
temcontainedtwo DD/OS's, onedriving anIntel e1000
gigabit Ethernetadapterandtheotherhandlingthe IDE
diskcontroller.

First, and most importantly, we can completelyiso-
late the physical memorycoveredby the IO-MMU and
transparentlyrelocatebothVMs. NeitherVM is ableto
performDMA to memoryoutsideits compartment.We
ran the TTCP benchmarkandvaried the bus allocation
for theNIC anddiskcontroller. Thenetwork throughput
scaledalmostlinearly with thebusallocation.TheNIC
starteddroppingpacketswhen it lost accessto the bus
for morethan8ms.Figure9 showstheachievednetwork
bandwidthfor variousschedulingcon�gurations.

The IDE controller is lessbandwidth-sensitive since
thethroughputis boundedby disk latency. However, our
schedulinggranularityof 1ms exceedsthe timeout for
in-progresstransactions.Whendisablingbusmasterwe
thereforepostponeIDE deactivationwhenoperationsare
still in-�ight. Theoverheadfor IO-MMU context switch-
ing wasa1%increasein CPUutilization.

12



server client common total
network 1152 770 244 2166

block2.4 805 659 108 1572
block2.6 751 546 0 1297

PCI 596 209 52 857
common 0 0 620 620

total 3304 2184 1024

Figure10: Itemizationof sourcelinesof codeusedto imple-
mentour evaluationenvironment. Commonlines arecounted
once.

5.6 EngineeringEffort

We estimateengineeringeffort in man hours and in
lines of code. The translationmodulesand client de-
vice drivers for the block and network, along with the
user-level VMM, werewritten by a singlestudentover
roughlya two monthperiod,originally for L4Linux 2.4.
This studentalreadyhadexperiencewith Linux network
driverdevelopmentfor aparavirtualizedLinux onL4. A
secondstudentimplementedthePCI supportwithin one
week.

The 2.4 network translationmodule was easily up-
gradedto serve asthe translationmodulefor Linux 2.6,
with minor changes.However the 2.4 block translation
modulewasmostlyincompatiblewith 2.6's internalAPI
(Linux 2.6 introduceda new block subsystem).We thus
wrotenew block translationandclient device driversfor
2.6. We successfullyreusedthe 2.6 block andnetwork
driverswith the2.4client,andviceversa.

SeeFigure10 for an itemizationof the linesof code.
The �gure distinguishesbetweenlines speci�c to the
translationmodulesaddedto theserver, linesspeci�c to
the virtual device driversaddedto the client, andaddi-
tional linesthatarecommon(andarecountedonce).

Theachievedcodereuseratiois 99.9%for NIC drivers
in Linux; thetranslationmodulesadd0.1%to their code
base.Whenweadditionallyincludeall coderequiredfor
the virtualization—theL4 microkernel, the VMM, and
the paravirtualizationmodi�cations—westill achieve a
reuseratioof 91%just for Linux's NIC driverbase.

Theengineeringeffort enabledustosuccessfullyreuse
Linux device driverswith all of our testedlab hardware.
The following drivers were tested: Intel gigabit, Intel
100Mbit, Tulip (with avarietyof Tulip compatiblehard-
ware),Broadcomgigabit,pcnet32,ATA andSATA IDE,
anda varietyof uniprocessorandSMPchipsetsfor Intel
Pentium3/4andAMD Opteronprocessors.

6 Discussionand Futur eWork

We presenteda new approachto reusing unmodi�ed
device drivers and enhancingsystemdependabilityus-
ing virtual machines,but evaluatedonly a paravirtual-

ized implementation.Paravirtualization is an enhanced
machineAPI that relocatessomefunctionality from the
guestOSto theVMM andhypervisor[16]. For example,
it permitsourDD/OSinstancesto directly translatetheir
virtualaddressesintobusaddressesfor DMA. It alsopro-
vides performancebene�ts [3, 16] comparedto useof
the real machineAPI. We have discussedthe issuesre-
lated to device driver pass-throughwith full virtualiza-
tion, andconsiderour paravirtualizationimplementation
to beanapproximation.In termsof correctness,thepri-
marydifferencerelatesto properaddresstranslationfor
DMA operations,which becomesirrelevant with hard-
waredevice isolation (suchas the IO-MMU). In terms
of performance,theparavirtualizationnumbersunderes-
timatethecostsof a fully-virtualizedsolution.

Oursystemcurrentlysupportsasuf�ciently largesub-
setof device classesto be self-hostingin a server envi-
ronment. We have not addressedthe desktopenviron-
ment, which requiressupportfor the graphicsconsole,
USB,Firewire, etc.

Genericdriver stubsonly provide accessto the least
common denominator, thereby hiding more advanced
hardwarefeatures.Our client-server modelenablesde-
vice accessat any level in thesoftwarehierarchy of the
DD/OS, even allowing programmingagainst richer OS
APIs like TWAIN, or enablingvendor-speci�c features
suchas DVD burning. Using the appropriatesoftware
engineeringmethods,e.g., an IDL compiler, one can
quickly generatecross-address-spaceinterfacesthatsup-
portAPIswith rich featuresets.

7 Conclusion

Widely usedoperatingsystemssupporta variety of de-
vices;for example,in Linux 2.4onIA32, 70%of 1.6mil-
lion lines of kernelcodeimplementdevice support[7].
New operatingsystemendeavors have the choiceof ei-
ther leveragingtheexisting device drivers,or expending
effort to replicatethedriverbase.Wepresentatechnique
thatenablesunmodi�ed reuseof theexistingdriverbase,
andmostimportantly, doessoin amannerthatpromotes
independenceof the new OS endeavor from the reused
drivers.

The driver independenceprovides an opportunity to
improve systemdependability. Thesolutionforti�es the
reuseddrivers(to the extent supportedby hardware) to
promoteenhancedreliability andavailability (with inde-
pendentdriver restart).

Our method for reusing unmodi�ed drivers and
improving systemdependabilityvia virtual machines
achieves good performance. For networking, where
packetizedthroughputis latency-sensitive, the through-
putremainswithin 3–8%of thenativesystem.Thedriver
isolationrequiresextraCPUutilization,whichcanbere-
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ducedwith hardwareacceleration(suchasdirect DMA
for inboundpackets).

The DD/OS solution is designedfor minimal engi-
neeringeffort, even supportingreuseof binary drivers.
The interfaceimplementationbetweenthe new OS and
reuseddriversconstitutesatrivial amountof code,which
leveragesthevastworld of legacy drivers.Driver source
code,by design,remainsunmodi�ed.
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[9] K. ElphinstoneandS.Götz. Initial evaluationof a user-level de-
vice driver framework. In 9th Asia-Paci�c ComputerSystems
ArchitectureConference, Beijing, China,Sept.2004.

[10] B. Ford,G. Back,G. Benson,J.Lepreau,A. Lin, andO. Shivers.
TheFlux OSKit: A substratefor kernelandlanguageresearch.In
Proc.of the16thACM Symposiumon Operating SystemsPrinci-
ples, Saint-Malo,France,Oct.1997.

[11] A. Forin,D. Golub,andB. Bershad.An I/O systemfor Mach3.0.
In Proc.of theSecondUSENIXMach Symposium, Monterey, CA,
Nov. 1991.

[12] K. Fraser, S. Hand, R. Neugebauer, I. Pratt, A. War®eld, and
M. Williamson. ReconstructingI/O. TechnicalReportUCAM-
CL-TR-596, University of Cambridge,ComputerLaboratory,
Aug. 2004.

[13] K. Fraser, S. Hand, R. Neugebauer, I. Pratt, A. War®eld, and
M. Williamson. Safehardwareaccesswith the Xen virtual ma-
chinemonitor. In 1stWorkshopon Operating SystemandArchi-
tectural Supportfor the On-DemandIT Infrastructure, Boston,
MA, Oct.2004.

[14] A. Gef̄ aut,T. Jaeger, Y. Park,J.Liedtke,K. Elphinstone,V. Uh-
lig, et al. The SawMill multiserver approach. In 9th SIGOPS
EuropeanWorkshop, Kolding,Denmark,Sept.2000.

[15] S.GoelandD. Duchamp.Linux devicedriveremulationin Mach.
In USENIXAnnualTechnical Conference, SanDiego, CA, Jan.
1996.

[16] R. P. Goldberg. Survey of virtual machineresearch.IEEE Com-
puterMagazine, 7(6),1974.

[17] D. B. Golub, G. G. Sotomayor, Jr., and F. L. Rawson III. An
architecturefor device driversexecutingasuser-level tasks. In
Proc. of the USENIXMach III Symposium, SanteFe,NM, Apr.
1993.

[18] S. M. Hand. Self-pagingin the Nemesisoperatingsystem. In
Proc. of the 3rd Symposiumon Operating SystemsDesignand
Implementation, New Orleans,LA, Feb. 1999.
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